[bookmark: _Toc59008523]Harmful Digital Communications Act and Safe Harbour Provisions
INSSERT NAME XXX has obligations under the Safe Harbour provisions for content it hosts under the Harmful Digital Communications Act. The Act requires that all hosts of websites or apps that people can post to are legally responsible for the content posted by others unless the Safe Harbour provisions in the Act are followed.
The Safe Harbour provisions provide that a host will not be liable for harmful material posted on its site if it has a clearly indicated process for people to complain about content and a process for managing complaints which ensures they are responded to within specified timeframes.
The moderator of any official social media platform must complete the following steps if a complaint is received about content posted by either the Project or by a third party:
1. When a complaint about harmful or illegal content is received on social media the moderator needs to remove the material immediately if it breached the stated terms and conditions on the platform
Or:
Take out the personal information, unless the person who made the complaint says it can be passed on, and send a copy to the author as soon as possible, within 48hrs of receiving it.
2. Tell the author:
a. they have to respond within 48 hours if they want to send a counter-notice and
b. what information they need to put in a counter-notice
c. if the XXX is unable to contact the author after making reasonable efforts to, the content will be removed within 48 hours of receiving the initial complaint.
3. If the author responds within 48 hours of receiving the complaint notice, and says they agree to the content being removed the XXX is required to remove it as soon as possible.

4. If the author doesn't agree to the content coming down, the XXX must decide whether to remove it anyway.
5. If the content remains online, the XXX must advise the person who made the complaint what the author decided.
6. If the author doesn't respond, the XXX has to remove the content 48 hours after sending the author a copy of the complaint.

The HDCA empowers Netsafe to investigate alleged breaches of the 10 principles and help find a resolution. If the person making the complaint isn't happy with the outcome, they can apply to the district court, eg for a takedown order, against the author or host of the allegedly harmful content.
Details about the safe harbour provision and the complaints handling process are outlined in section s 23 to 25 in the Harmful Digital Communications Act 2015
Authorisation to comment
[bookmark: _Hlk47004213]XXX staff and consultants should neither claim nor imply that they are commenting on any social media platform on the XXX behalf unless authorised to do so by the Chief Executive/Chair/Other person with authority.

https://www.justice.govt.nz/courts/civil/harmful-digital-communications/safe-harbour-provisions/
  

10 digital communication principles

A digital communication should not:
1. disclose sensitive personal facts about an individual
2. be threatening, intimidating, or menacing
3. be grossly offensive to a reasonable person in the position of the affected individual
4. be indecent or obscene
5. be used to harass an individual
6. make a false allegation
7. contain a matter that is published in breach of confidence
8. incite or encourage anyone to send a message to an individual for the purpose of causing harm to the individual
9. incite or encourage an individual to commit suicide
10. denigrate an individual by reason of colour, race, ethnic or national origins, religion, gender, sexual orientation or disability

What are Digital Communications?
Digital communications are any form of electronic communication including:
· Emails
· texts and pictures
· website content
· blog posts
· comments
· online forums (or chatrooms)
· social networks or social media sites; and
· phone-based apps

