IT, Al and Cyber Security

An IT, Al and Cyber Security Policy is essential for protecting data, systems,
intellectual property, and personal information from potential threats.

This guide outlines the key components and principles required to draft a comprehensive IT, Al,
and Cyber Security Policy, aligning with best practices and regulatory standards.

What is IT?

Information Technology (emails, messages, frequent communications)

What is Al?

Artificial Intelligence. Al systems must be designed and used ethically. This includes ensuring
that Al does not perpetuate biases or discrimination, and that its deployment respects users’
privacy and autonomy.

What is Cyber Security?

Protecting your personal information, credit card details, and all sensitive data.

What your IT, Al and Cyber Security policy should achieve:
1 Protects the confidentiality, integrity, and availability of your not-for-profit's data
2 Minimises the risk of data breaches, unauthorised access, and system disruptions

3 Complies with legal obligations e.g. data protection laws and industry requirements

Key elements to consider:

® Clearly define the scope of your policy

® Qutline your primary objectives for the policy

® Include various risks your not-for-profit could face

* Focus on confidentiality, integrity, and system availability

¢ Clarify responsibilities across all levels of your not-for-profit

® Detail your technical and procedural security measures

® Ensure third-party agreements meet your security requirements
* Emphasise employee training on cyber security practices

® Include provisions for regular monitoring of your systems

® Schedule an annual review to maintain your policy’s relevance

GOOD PRACTICE TIP

Stay informed by attending workshops, talks, and events to
keep up to date with the latest developments in technology.
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Click here to download your editable policy template

[Not-for-Profit Name] IT, Al and Cyber Security Policy
Scope

This policy guide is for how we govern our Information Technology (IT), Artificial
Intelligence (Al) and Cyber Security data and systems that applies to the Board,
all employees, contractors, and volunteers.

Purpose
The Policy is critical to ensure we protect:

« The integrity and uninterrupted service of [Not-for-Profit Name]'s
information technology (IT) systems and data

o [Not-for-Profit Name]'s IT hardware, such as laptops and mobile phones

+ Intellectual property belonging to [Not-for-Profit Name]

o Personally identifiable information we hold, in compliance with privacy and
data protection laws (e.g., the Privacy Act 2020)

IT, Al and Cyber Security Risks
These may include:

e Intentional leak, theft, or unauthorised access to confidential data or
intellectual property held by [Not-for-Profit Name]

e Unauthorised modification or deletion of data

e Loss or theft of IT hardware

» Inappropriate use of data, IT assets, or processes due to outdated
operational systems. Ensure systems are regularly updated and protected

e Interruptions to the availability of IT systems

Principles of the Policy

e Confidentiality: Information is only seen or accessed by people who are
authorised to use. Appropriate security measures are taken to ensure IT
systems access is protected against unauthorised disclosure.

¢ Integrity: The accuracy of our data is maintained and protected against
changes or deletions. This means an unauthorised person cannot change
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or delete our data, and if attempted, the unauthorised access is detected.

e Availability: Our systems used to store, process, and secure data are
functioning correctly at all times. The data is accessible to authorised
persons whenever it is needed.

Responsibilities

We all have a responsibility to ensure our Information Technology systems and
the data they hold are kept secure.

You are responsible for the security of your laptop and/or mobile phone that
holds data, including emails and communication on behalf of [Not-for-Profit
Name]

Key areas of responsibility:
e The Board has ultimate responsibility for ensuring our systems are secure.
e The Chief Executive/General Manager is responsible for:

e Maintaining this Policy

e Keeping the Board updated about IT, Al and Cyber security risks

e Reviewing all security procedures and related policies regularly

e Advising on potential cyber security risks for [Not-for-Profit Name]

e Checking and approving any contracts or agreements with third parties
that may have access to our data or IT hardware, including Al systems.

e Ensuring all IT systems, services and hardware meets acceptable
security standards

e Ensuring regular checks and scans are performed to ensure security
hardware and software is functioning properly and systems are
updated.

e Evaluating any third-party services we are considering using to store or
process our data (such as cloud computing services or business
intelligence software)

e Ensuring regular backups of our data are performed and a disaster
recovery plan is in place.



Monitoring and Review

The Policy will be reviewed every 12 months, or as required to ensure it remains
relevant to our business and regulatory requirements.

Policy approved date:

Policy review date:

Important: This policy has been designed by governance experts, however
you will need to tailor it to your board's specific needs and context.





